ESN Level 3 Requirements With All Attributes Baseline (10/05/99)
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Release

Verified
ESN-0003
Complete
The ECS shall interface with collocated DAAC networks to enable researchers on existing networks (TCP/IP) to gain access to data and ECS services in a transparent manner to the underlying differences between the networks.
All the external interfaces are supported by TCP/IP.  All researchers gain access to data and ECS via NSI.
EMOS Testing





Verified
ESN-0006
Complete
The ECS shall interface with EBnet and NSI.

EMOS Testing





Verified
ESN-0080
Complete
The ECS shall support data exchange via the EBnet for inter-site data transmission between DAACs.

EMOS Testing





Verified
ESN-0240
Complete
The ECS shall be extensible in its network design to provide capability for growth and enhancement.

N/A





Verified
ESN-0280
Complete
The ECS shall provide file transfer service  and as a minimum shall include the capability to transfer the following data  types:  a. Unstructured Text  b. Binary Unstructured  c. Binary Sequential  d. Sequential Text

GSFC & LaRC ETE testing





Verified
ESN-0290
Complete
The ECS file transfer service shall be available in interactive and non-interactive services.

GSFC & LaRC ETE testing





Verified
ESN-0340
Complete
The ECS shall interoperate and exchange messages and data with  external SMTP mail systems.

EMOS Testing





Verified
ESN-0345
Complete
The ECS shall be capable of transparently transmitting Multi-purpose Internet Mail Extensions (MIME) messages.

GSFC & LaRC ETE testing





Verified
ESN-0350
Complete
The ECS Electronic Messaging Service, shall be capable of exchanging binary data.

Observation


Off-the-shelf e-mail capability.


Verified
ESN-0370
Complete
The ECS shall provide interactive virtual terminal services.

Observation


Off-the-shelf ssh & unix capability


Verified
ESN-0450
Complete
The ECS shall provide process-to-process communication service.

GSFC & LaRC ETE testing





Verified
ESN-0490
Complete
The ECS shall provide  a name-to-attribute mapping Directory Service.

Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Off-the-shelf capability.
4

Verified
ESN-0510
Complete
The ECS directory function shall be able to respond to requests for information concerning named objects, either physical or logical, so as to support communications with those objects.

Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Off-the-shelf capability.
4

Verified
ESN-0590
Complete
The ECS Directory Service shall  be protected by access control capabilities.

Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Off-the-shelf capability.
4

Verified
ESN-0600
Complete
The ECS Directory service shall include  services and supporting mechanisms to authenticate the credentials of a user for the purpose of granting access rights and authorizing requested operations.

Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Off-the-shelf capability.
4

Verified
ESN-0610
Complete
The ECS  shall include multiple  Directory  Service Agents (DSAs) which shall be collectively responsible for holding or retrieving all directory information which is needed by ECS.

Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Off-the-shelf capability.
4


ESN-0610



GSFC & LaRC ETE testing


Demonstrated use of off-the-shelf directory services for dce and tcp/ip.


Verified
ESN-0620
Complete
The ECS shall include a network management function to monitor and control the local ECS networks.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0640
Complete
The ECS shall include  management functions at each ECS site, for the management of ECS network equipment or gateways.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0650
Complete
The ECS shall perform the following network management functions for each protocol  stack implemented in  any ECS element, and each communications facility:  a. Network Configuration Management  b. Network Fault Management  c. Network Performance Management  d. Network Security Management

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0690
6B Partial
The ECS shall be capable of reconfiguration  transparent to network  users.
Future: transparent host failover
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0700
Complete
The ECS  management architecture shall be consistent with the architecture defined in the IETF.

N/A


Property of the off-the-shelf COTS (not testable)


Verified
ESN-0740
Complete
The ECS network management service shall retrieve performance/fault data about local ECS network protocol stacks and equipment.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0750
Complete
The ECS network management component at each DAAC shall provide capabilities for the extraction, tabulation, and display to the operator of network performance data.
Current: limited capabilities provided by OpenView
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0760
Completel
The ECS network management  function at each DAAC shall  provide, on an interactive basis,  network configuration, fault and performance information.
Current: limited capabilities provided by OpenView
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0780
Complete
The ECS network elements, shall have the capability to report, periodically and on an interactive basis , network statistics to the ECS network management function, including  the following information:  a. Network reset and restart indications  b. Outages and CRC errors  c. Performance statistics

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0790
Complete
The ECS shall include the following configuration management functions:  a. Collect information describing the state of the network subsystem and its communications resources,  b. Exercise control over the configuration, parameters, and resources of the subsystem,  and over the information collected,  c. Store the configuration information collected  d. Display the configuration information  e. Register all configuration modifications
Item e is considered to be the CCR history of all configuration modifications.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0800
Complete
The ECS shall be capable of displaying  the local network configuration status related to each system locally, and for all systems at the SMC.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0810
Complete
The ECS shall provide the following fault management functions:  a. Detect the occurrence of  faults, and  b. Control the collection of fault information

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0815
Complete
The ECS shall provide a network analyzer capability to troubleshoot network problems and to use in network planning.
 Network Analyzer (i.e., Sniffer) equipment on each DAAC and SMC will provide capability for troubleshooting.
Observation


Sniffer Pro is configured at each DAAC as test hardware.


Verified
ESN-0830
Complete
The ECS shall have the capability to detect and report communications related errors and events.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P


ESN-0830



Feature
7.8
Show the ability to produce and browse MSS error logs
Available in Drop 5.  MSS logs replaced by Application logs.  ECS applications log communi-cations errors.
5

Verified
ESN-0840
Complete
The ECS shall have communications error reporting, event logging and generation of alerts.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P


ESN-0830



Feature
7.8
Show the ability to produce and browse MSS error logs
Available in Drop 5.  MSS logs replaced by Application logs.  ECS applications log communi-cations errors.
5

Verified
ESN-0900
Complete
The ECS shall detect the following errors and events:  a. Communications hardware errors  b. Protocol errors  c. Performance degradation conditions  d. Telecommunications errors and failures

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0910
Complete
The ECS communications fault management shall provide the capability to perform the following functions both locally and at the SMC:  a. Set, view, and change alert threshold values  b. Enable and disable alert notifications (alarms) within a system  c. Enable and disable event reports within a system  d. Manage error and event logging files

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-0920
Complete
The ECS shall provide a set of utilities to perform diagnostic and testing functions for purposes of communications fault isolation.
HPOV and Network Analyzer satisfy this.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P


ESN-0920



Observation


Network Analyzer (Sniffer Pro) configured at each DAAC as test hardware.


Verified
ESN-1000
Complete
The ECS network management function shall have the capability to build histories for different types of errors and events, and the capability to analyze errors and recommend corrective action wherever practical.
Staff is to analyze and recommend corrective action.  .
Operational





Verified
ESN-1010
Complete
The ECS shall provide, for selective use as a debugging aid, the capability to perform packet tracing of its supported protocols.

Observation


Network Analyzer (Sniffer Pro) configured at each DAAC as test hardware.


Verified
ESN-1030
Complete
The ECS shall  perform periodic testing of  alternate communication  capabilities to verify that they are operational.

Operational





Verified
ESN-1060
Complete
The ECS network performance management function shall provide the capability to evaluate the performance of ECS networks  resources and interconnection activities.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-1065
Complete
The ECS network performance management function shall include trend analysis for prediction of loading and bottlenecks/delays.
Current: manual trending of gathered performance data using spreadsheet functions
Operational


Supported by office automation tools.


Verified
ESN-1070
Complete
The ECS shall provide the capability to perform the following functions:  a. Generate/collect network statistics  b. Control collection/generation of network statistics
Current: a, b
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-1090
Complete
The ECS shall provide the capability to control the communications performance parameters of the network.

Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
ESN-1140
Complete
The ECS shall provide protocol translation, termination, bridging and routing.

EMOS Testing


Provided by off-the-shelf components of the ECS configuration.


Verified
ESN-1170
Complete
The ECS shall provide necessary translation within supported file transfer.

EMOS Testing





Verified
ESN-1180
Complete
The ECS shall interoperate with NSI to provide user access to ECS.

N/A





Verified
ESN-1206
Complete
The ECS network capacity and performance shall be consistent with the specified capacity and performance requirements of the ECS functions.

GSFC & LaRC ETE testing





Verified
ESN-1207
Complete
The ECS network capacity and performance shall be capable of expansion to be consistent with the specified capacity and performance growth requirements of the ECS functions.

GSFC & LaRC ETE testing





Verified
ESN-1340
Complete
The ECS shall provide support for TCP/IP communications protocols and services to external interfaces as required by the IRDs.

EMOS Testing





Verified
ESN-1350
Complete
The ECS LANs shall provide physical devices and the corresponding medium access control (MAC) protocol compatible with ISO and ANSI standards.
This requirement applies to any ECS-supplied LAN.
Analysis


Off-the-shelf property


EMOS
ESN-1365
EMOS
The ESN shall  isolate FOS with secure interfaces.
B0 does not support JPL and ORNL DAACs.






EMOS
ESN-1367
EMOS
IST users not within FOS facilities shall communicate with secure interfaces only with the use of a data integrity service.







Verified
ESN-1380
Complete
The ECS shall provide countermeasures for the following security threats related to data communications:  a. Modification of data (i.e., manipulation) while in transit over the network  b. Disclosure of  authentication information  c. Impersonation of authentication credentials or authorization privileges.

Analysis


Received waiver to use ftp on ingest and distribution interfaces.  Use of ssh for external login. 



ESN-1380



Feature
8.22
Show that guest and registered users can use B0SOT to search, browse and order data
B0SOT replaced by EDG client.  User login occurs in EDG client, which enrypts this into an authenticator.
1

Reco

Change
ESN-1400
5A 5B 
The ECS shall provide the following security functions and services :  a. Authentication  b. Access (authorization) control  c. Data confidentiality
Current: a, c  5B: b (authorization for granule-level access control)  File permissions are supported as a rudimentary form of Data Confidentiality
Feature
8.22
Show that guest and registered users can use B0SOT to search, browse and order data
B0SOT replaced by EDG client.  User login occurs in EDG client.  Authentication occurs when the authenticator generated by the EDG client is received by ECS.
1


ESN-1400



Feature
7.13
Show that the system supports managing user accounts
Access restrictions (DAR) are defined in the user profile.
1


ESN-1400



Analysis


Confidential data is inaccessible via the EDG, and hence protected against disclosure to unauthorized users.



ESN-1400



Analysis


Off-the-shelf access control is provided by Unix file security and inability to log into Unix from outside an ECS DAAC except via ssh.



ESN-1400



Ticket
RM_5B_10
Restricted Granule Access
Granule level and User access privelages


Verified
ESN-1430
Complete
The ECS shall provide the following security event functions:   a. Event detection    b. Event reporting   c. Event logging

Feature
7.15
Show the system can monitor system access for security violations
Failed logins recorded in syslog.
3

