SMC Level 3 Requirements With All Attributes Baseline (10/05/99)
Recon

Status
l3_id
release
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clarification
Recon method
ID
Name
Comments
Release

Verified
SMC-0300
Complete
The ECS shall be designed to accommodate 100 percent growth in System Management processing capacity without requiring modifications or upgrades to existing applications   software.

N/A





Verified
SMC-0310
Complete
The ECS shall be designed to accommodate 100 percent growth in System Management storage capacity without requiring modifications or upgrades to existing applications software.

N/A





Verified
SMC-0320
Complete
The ECS shall be capable of planning the following operationally implemented ground activities to a minimum of one minute resolution:  a. Configuring resources  b. Fault recovery  c. Security  d. Maintenance  e. Testing  f. Simulations  g. Logistics   h. Training   i. Accountability  j. General requests for information  k. Backups
PLS is responsible for Resource Planning and development of tools to schedule resources.
Feature
3.44
Show the capability to generate plans that contain ground event jobs
Available in Drop 5; Most planning background is available in Drop 1
5

Verified
SMC-5340
Complete
The ECS shall provide notification of system faults within 5 minutes of their detection.
This refers to the indication on the HP/Openview console of failure of a component monitored by HP/OV
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P


SMC-5340



Analysis


No feature or ticket specified 5 minutes response time, but no excessive time delays were noted.  The 5 minutes referenced provide a context for defining excessive.


Verified
SMC-1300
Complete
The ECS shall support and maintain the following ECS policies and procedures regarding instrument and ground event scheduling:  a. Mission and science guidelines  b. Directives for scheduling instrument data ingest, processing, reprocessing, retrieval, and data distribution
Policy in these areas are implemented through Web server and EMAIL mechanisms.  Writing the policies is operational.  EMAIL and Web server are software COTS dissemination mechanism.
Operational





Verified
SMC-1330
Complete
The ECS shall support and maintain the following information for end-to-end data ingest, processing, reprocessing, archive, and data distribution for each product:  a. Product information  b. Product generation information  c. Product delivery information
a. advertisements  b. PDPS database  c. user profile
Feature
5.35
Show the system can support data type installations, including advertising and data dictionary export
Product information and distribution information are in the descriptor.
4P1






Feature
6.3
Show that during SSI&T the system can support registration of PGEs
Product generation information is part of the PGE registration data.
1






Feature
5.26
Show the system can support single and multi-site data orders, including order tracking
Available through B0SOT in Drop 1.  Single site orders through JEST in Drop 5 (no order tracking function in JEST).  Request level order tracking in Drop 5. L7 orders with BA work around in Patch L7.
L7

Verified
SMC-2120
Complete
The ECS SMC shall make available for automated distribution to users all non-licensed toolkit software, toolkit software upgrades, and toolkit documentation.
SDP Toolkit provided from an ECS home page for manual distribution.
Feature
8.2
Show user can start-up web-based EOSDIS and non-EOSDIS tools, and download and install x-based tools, which are available from the Home Page and ESOD outside the desktop environment
Operational function supported by installed Web server.
3






Feature
3.41
Show the system can provide an SCF toolkit
Available in Drop 1
1

Verified
SMC-2130
Complete
The ECS SMC shall administer the allocation of the number of licenses to each site for deployed commercial-software funded by the ECS contract, including commercial software as authorized for specific users.
The SMC will coordinate the logistics of deploying licenses, but will not host the license servers.
Feature
7.5
Show the system can support baseline and inventory management
Operational function supported by XRP.
4P

Verified
SMC-2205
Complete
The ECS shall support on-site preventive and corrective hardware and systems software maintenance.

Feature
7.3
Show the system can support trouble ticketing
Operational function supported by Trouble Ticketing.
1

Verified
SMC-2210
Complete
The ECS SMC shall coordinate with each site in the management of off-site corrective hardware and systems software maintenance.
M&O staff will coordinate operationally.
Feature
7.3
Show the system can support trouble ticketing
Operational function supported by Trouble Ticketing.
1

Verified
SMC-2220
Complete
The ECS shall support the monitoring of hardware and systems software maintenance status for off-site repair actions.
The Trouble Ticket application can be used to track off-site repairs.
Feature
7.3
Show the system can support trouble ticketing
Operational function supported by Trouble Ticketing.
1

Verified
SMC-2300
Complete
The ECS shall support the monitoring of the spares inventory.
XRP can be used monitor a spares inventory.
Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2310
Complete
The ECS shall support the management of the replenishment of spare parts for all elements.

Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2320
Complete
The ECS shall support the monitoring of the consumable inventory for the following items used by the system:  a. Computer tapes  b. Computer disks  c. Computer paper

Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2330
Complete
The ECS shall support the monitoring of the replenishment of consumable items.

Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2400
Complete
The ECS shall support the management of training and certification programs for ECS.
Performed by M&O staff using phone and access to site's training planning documents   This is an operational process with office automation tools.
Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


Verified
SMC-2410
Complete
The ECS SMC shall provide support for the development of schedules for training courses.
(Requires M&O staff function as well)
Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


Verified
SMC-2420
Complete
The ECS SMC shall support the development of on-the-job training.

Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


Verified
SMC-2430
Complete
The ECS SMC shall support the development and use of training materials.

Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


Verified
SMC-2450
Complete
The ECS SMC shall support the evaluation of the effectiveness of the training programs.

Operational





Verified
SMC-2500
Complete
The ECS SMC shall establish and maintain a system-wide inventory of all hardware and system software  contained within ECS,  including:  a. Hardware or software identification numbers  b. Version numbers and dates  c. Manufacturer  d. Part number  e. Serial number  f. Name and locator information for software maintenance  g. Location where hardware or software is used
 "Location" includes "Address"
Feature
7.5
Show the system can support baseline and inventory management

4P

Post-5A
SMC-2505
Future
The ECS shall establish and maintain a local inventory data base consisting of all hardware and system software contained at the site.
Complete at Drop when XRP is turned over.






Verified
SMC-2510
Complete
The ECS shall provide  configuration management tools for the operational hardware, scientific and system software contained within ECS.  The configuration management tools shall support the migration of hardware and software upgrades into the operational environment.

Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2535
Complete
The ECS shall provide tools to facilitate the implementation of changes within its hardware and software.

Feature
7.5
Show the system can support baseline and inventory management

4P

Verified
SMC-2600
Complete
The ECS shall support, control, and maintain ECS policies and procedures covering the following areas:  a. Site responsibility and authority  b. Resource management  c. Fault identification, priorities, recovery  d. Testing  e. Simulation  f. Maintenance  g. Logistics  h. Performance evaluation  i. Training  j. Quality and product assurance  k. Inventory management  l. System enhancements  n. Administrative actions  o. Security
Policies and Procedures management is supported with OA tools
Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


Verified
SMC-2610
Complete
The ECS shall provide and maintain a Web based service with information on ECS status, events, and news.

Operational


Operational function supported by installed Web server.


Verified
SMC-3300
Complete
The ECS shall monitor site hardware status to determine operational states including:  a. On-line  b. Off-line (e.g., failed, off for maintenance)
SMC through HPOV can monitor application servers.  Only Tivoli Mgt. Envr. (TME) and Network Node Mgr. (NNM) threshold monitoring are supported.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Available in Patch 4P.  Application performance monitoring available in Drop 5.  3900, 3911, 3912, 3920 are not launch critical.  Database server administration (3480) in Drop 5
4P

Verified
SMC-3302
Complete
The ECS shall monitor scientific and system software status to determine their operational states including:  a. Executing  b. Failed (i.e., abnormally terminated)  c. Not executing (i.e., not started or shut down normally)

Ticket
RH84
8. DPRs can be monitored for completion via GUI, and can be put on hold, released from hold, cancelled, priority modified.

4PX


SMC-3302



Ticket
RH32
Failed PGE Executions

4PX

Verified
SMC-5340
Complete
The ECS shall support the operation and management of software in independent modes.

Feature
6.9
Show that the system provides the ability to execute software in a test mode
Available in Drop 1
1


SMC-5340



Feature
7.6
Show an operator tool to support system startup and shutdown, including the start-up and shut-down of applications that run on multiple platforms
This includes starting and stopping applications in independent modes.
4P

Verified
SMC-3370
Complete
For each performance parameter, the ECS shall have the capability of establishing and evaluating multiple thresholds to include, as applicable:  a. On/off  b. Pass/fail  c. Various levels of degradation
.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Only the functionality that HP/OV and Tivoli provide off-the-shelf is supported in A+.
4P

Verified
SMC-3380
Complete
The ECS shall evaluate the overall system performance including the analysis of EBnet related fault and performance information and their long term trend analysis to determine the impact to ECS system.
Manual analysis of system, application, and EBNet fault and performance information using OA Tools .
Operational


Supported by office automation tools.


Verified
SMC-3385
Complete
The ECS shall evaluate system  performance against the ESDIS project established performance criteria.
Current: manual analysis of system, application, and Ebnet fault and performance information using OA tools
Operational


Supported by office automation tools.


Verified
SMC-3390
Complete
The ECS shall generate alert indicators of fault or degraded conditions.
Only Tivoli Mgt. Envr. (TME) and Network Node Mgr. (NNM) threshold monitoring are supported.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Only the functionality that HP/OV and Tivoli provide off-the-shelf is supported in A+.
4P

Verified
SMC-3410
Complete
The ECS shall provide tools to perform short and long-term trend analysis of system and site performance to include:  a. Operational status  b. Performance of a particular resource  c. Maintenance activities (e.g., number of repairs per item)

Operational


Supported by office automation tools.


Verified
SMC-3420
Complete
The ECS shall provide tools to perform short and long term trend analysis of system andsite performance to determine the impact on resources of:  a. Modifying system, site, or element activity allocations  b. Potential enhancements to system, site, or element
It is not ECS' intent to deliver the Bones model, but static models (spreadsheets) will be supported.
Operational


Supported by office automation tools.


Verified
SMC-4310
Complete
The ECS shall support fault analysis including:  a. Isolation  b. Location  c. Identification  d. Characterization
Current: Operator analyzes reported fault events
Feature
7.8
Show the ability to produce and browse MSS error logs
Available in Drop 5
5

Verified
SMC-4311
Complete
The ECS shall support fault analysis to the level of:  a. Software processes  b. Equipment
Limited to current fault analysis capabilities.
Feature
7.1
Show the system can use HP OpenView and Tivoli to perform network monitoring, application monitoring, COTS monitoring and O/S Monitoring, including error detection with threshold checking
Only the functionality that HP/OV and Tivoli provide off-the-shelf is supported in A+.
4P


SMC-4311



Feature
7.8
Show the ability to produce and browse MSS error logs
Available in Drop 5
5

Verified
SMC-4320
Complete
The ECS shall support the following fault diagnosis testing:  a. Software and hardware testing  b. Resource-to-resource connectivity testing
resource-to-resource connectivity testing includes network connectivity testing.
Operational





Verified
SMC-4330
Complete
The ECS shall have the capability to send fault recovery commands, directives, and instructions to ECS components except for faults directly related to flight operations.
Current: Application restarts are sent using default startup scripts via HPOV
Feature
7.6
Show an operator tool to support system startup and shutdown, including the start-up and shut-down of applications that run on multiple platforms
Available in Patch 4P.  Database server administration (3480) in Drop 5.  Cross machine startup/shutdown in Drop 5.  3900-3913 are not launch critical.
4P

Verified
SMC-5320
5B Future
The ECS shall establish and maintain access privileges for ECS scientific users.
Capability to be added in 5B is related to:    a:  recording user type to support granule level access control    b:  recording whether user is permitted to order on-demand L1B processing
Feature
7.13
Show that the system supports managing user accounts
Upgrades for DAR users are the subject of 5.6
1


SMC-5320



Feature
5.6
Show that an operator can define and modify the user profile information
Available in Drop 1.  DAR information update in Drop 3.
3


SMC-5320



Feature
5.7
Show the system supports the DAR user registration process and registration updates
Available in Drop 3.ASTER Authorization capability in Patch 4P
4P

Verified
SMC-5340
Complete
The ECS shall provide tools to perform security compromise detection.
.
Feature
7.15
Show the system can monitor system access for security violations
syslog contains Unix login failures. No additional tools for security compromise detection are in A+.

[IDG also provides Unix utilities for securing access that log access violations, such as ssh and tcpwrapper, although no feature references this in its text.]
3

Verified
SMC-5350
Complete
The ECS shall have the capability to initiate recovery procedures in response to a detected security compromise.

Operational


Operational using available Unix commands and ECS capabilities for shut-down and start-up referenced in other L3.


Verified
SMC-5355
Complete
The ECS shall isolate the compromised area, detach the compromised input I/O, and the compromised areas output I/O until the compromise has been eliminated.

Operational





Verified
SMC-5356
Complete
The ECS shall report ECS security incidents to NASIRC.
This will be done by operations staff via e-mail
Operational





Verified
SMC-5357
Complete
The ECS SMC shall maintain a repository of collection information related to all ECS security compromises.
Operations staff at the SMC will use OA tools for this.
Operational


Supported by office automation tools.


Verified
SMC-5360
Complete
The ECS shall have the capability to manage encrypted information, including keys.
The encrypted information being referred to here includes, for example, DCE passwords. The capability to manage encrypted information includes DCE security sevice, CSS DES encryption class, and Netscape secure agent (http).
Feature
7.12
Show that the operator can monitor and manage the DCE infrastructure
Admin scripts (4051) are in Drop 4.
4

Verified
SMC-5365
Complete
The ECS shall generate recovery actions in response to the detection of compromises.

Operational





Verified
SMC-6300
Complete
The ECS shall support accountability policies and procedures based on ESDIS Project policies and procedures.

Operational





Verified
SMC-6310
Complete
The ECS shall generate security audit logs.

Feature
7.8
Show the ability to produce and browse MSS error logs
Application logs and syslog contain records of user logins and user activity.


Verified
SMC-6320
Complete
The ECS shall perform, as needed, data and user audit trails.

Operational


User audits are performed by operations using the ECS application logs and syslog.


Verified
SMC-6340
Complete
The ECS shall track system configuration that audits:  a. Hardware resources  b. Software resources
CM interrogation scripts executed periodically to audit the DAACs.
Feature
7.5
Show the system can support baseline and inventory management
Available in Patch 4P.  Software baseline management (3540) & baseline consolidation (3800, Drop 5) are not launch critical.
4P

Verified
SMC-7300
5B Partial
The ECS shall establish, maintain, and update the authorized users inventory to include:  a. Users identifications  b. Addresses  c. Allowed privileges
Future: User privileges  Item c:  Supported through granule level access (refer to requirements IMS-0212 and IMS-0216).    Capability to be added in 5B is related to:    a:  recording user type to support granule level access control    b:  recording whether user is permitted to order on-demand L1B processing from GDS
Feature
5.5
Show that the system supports the user registration process
Available in Drop 1
1


SMC-7300



Feature
5.6
Show that an operator can define and modify the user profile information
Available in Drop 1.  DAR information update in Drop 3.
3


SMC-7300



Feature
5.7
Show the system supports the DAR user registration process and registration updates
Available in Drop 3.ASTER Authorization capability in Patch 4P
4P


SMC-7300



Feature
7.13
Show that the system supports managing user accounts
Upgrades for DAR users are the subject of 5.6
1

Verified
SMC-8300
Complete
The ECS shall have a generalized report generator with the capability to customize output reports covering data previously captured in a management DBMS including:   a. All or portions of the system  b. Variable amounts of time

Feature
7.7
Show the ability to generate management reports
Off-the-shelf capability provided by the Sybase report writer.
5

Verified
SMC-8730
Complete
The ECS shall have the capability to generate reports showing the following detailed and summary information about the maintenance schedule for system hardware and system software:  a. Routine maintenance schedules  b. Non-routine maintenance schedules  c. Upgrade maintenance schedule

Operational


Supported by office automation tools.


Verified
SMC-8750
Complete
The ECS shall have the capability to generate the following detailed and summary training reports:  a. Training programs  b. Training course schedules   c. Training course contents  d. Training course locations   e. Training attendees

Operational


Supported by office automation tools.


Verified
SMC-8770
Complete
The ECS shall have the capability to generate detailed and summary reports showing the inventory of:  a. Hardware  system, and scientific software  b. Spares and consumables  c. COTS software
Scientific software support is limited to capabilities provided by ClearCase and DAP search and order. Reports are limited to those provided by the COTS inventory software.
Feature
7.5
Show the system can support baseline and inventory management
Available in Patch 4P.  Software baseline management (3540) & baseline consolidation (3800, Drop 5) are not launch critical.
4P

Verified
SMC-8790
Complete
The ECS shall have the capability to generate, as necessary, a list of proposed enhancements with these elements:  a. Proposal name  b. Description of enhancement  c. Rationale  d. Impacts  e. Costs  f. Milestone schedule
DDTS supports this requirement.
Feature
7.5
Show the system can support baseline and inventory management
Available in Patch 4P.  Software baseline management (3540) & baseline consolidation (3800, Drop 5) are not launch critical.
4P

Verified
SMC-8860
Complete
The ECS shall have the capability to generate the following fault management reports describing the fault management of ground resources:  a. Fault type and description  b. Time of occurrence of fault  c. Effect on system  d. Status of fault resolution  e. Fault statistics
Generated by Remedy.
Feature
7.3
Show the system can support trouble ticketing
Available in Drop 1.  Trouble ticket consolidation (3790) at SMC in Drop 5.  TT-Exchange w. ASTER:NO-CAP
1

Verified
SMC-8863
Complete
The ECS shall allow operators to forward fault reports for resolution to other DAACs or the SMC.
Fault reports are remedy Trouble Tickets.
Feature
7.3
Show the system can support trouble ticketing
Available in Drop 1.  Trouble ticket consolidation (3790) at SMC in Drop 5.  TT-Exchange w. ASTER:NO-CAP
1

Verified
SMC-8880
Complete
The SMC shall have the capability to generate the following security compromise reports indicating security compromises of ground resources and facilities:  a. Security compromise type and description  b. Time of occurrence  c. Cause of security compromise  d. Impact on system  e. Status of security compromise resolution  f. Security compromise statistics  g. Results of security compromise risk analysis
Using OA tools
Operational


Supported by office automation tools, but there is no feature whose text explicitly references them.


